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1 Introduction

1.1 About This Manual

The Kenexis Integrated Safety Suite (KISS) is a cloud-based platform for the engineering of process safety
systems. It brings a set of technical applications together behind one sign-in, one organizational
structure, and one set of access controls. This manual describes that common ground: the workspace
every user passes through on the way to an application, and the administrative surfaces that control
who may see and change what.

Specifically, this manual covers signing in and managing your account; the Study List and how facilities,
folders, and studies are organised within it; the Library Manager, which holds the reference data that
applications draw on; the administrative settings that govern an organization, its users, and its licences;
and the Training module.

It does not describe the engineering applications themselves. Each of those has its own manual, and the
analysis they perform — hazard identification, fault tree analysis, safety integrity verification,
consequence modeling, and the rest — is documented there. Appendix B lists every study type
alongside the manual that covers it.

1.2 About Kenexis

Kenexis is an independent consulting engineering firm providing technical safety services to the process
industries and to other industries that manage risks arising from chemicals or stored energy. Kenexis
combines safety engineering services, software tools, training, and technical support to change the way
safety and security are built into industrial practice.

1.3 The Kenexis Integrated Safety Suite

The applications in the suite address distinct stages of the process safety lifecycle. A reader working in
any one of them will still use the surfaces this manual describes, because studies of every type live in the
same facility structure and are governed by the same permissions.

Table 1-1. Applications in the Kenexis Integrated Safety Suite.

Application Purpose

Kenexis Open-PHA Process hazard analysis and layer of protection analysis.
Kenexis SIS Safety instrumented system design and integrity verification.
Kenexis Fault Tree Fault tree construction, cut sets, and quantification.
Kenexis Bowtie Barrier-based risk analysis and bowtie diagrams.
Kenexis Fire & Gas Mapping Fire and gas detector coverage mapping.
Kenexis Consequence Modeling Release, dispersion, fire, and explosion modeling.
Kenexis Open-Audit Compliance auditing and scoring.
Kenexis MOC Management of change workflow and records.
7]
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1.4 Support and Resources

Support requests reach Kenexis staff through the support system at www.kenexis.com/support. The

Support button in the top navigation bar opens the same channel from inside the platform, so a
guestion can be raised without leaving the page it concerns.

New accounts are provisioned by Kenexis. If you have not received your sign-in details, or your
organization needs an additional user added, contact support@kenexis.com.

[ . .
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2 Getting Started

2.1 Signing In for the First Time

Access to the platform begins with a welcome message from Kenexis containing your user name and a
temporary password. Once that message arrives, your account is configured and ready. Direct a browser
to the address in the message to reach the sign-in page.

Sign-in takes two steps. Enter your user name — always an email address — and select Continue. The
page then asks for your password. This two-step form is what allows the platform to recognize your
organization from the address and offer the sign-in methods available to you, which is covered in the
next section.

S2KENEXIS

Sign in to your Integrated Safety Suite Account

Username:
john.doe@gogoco.com

Password:

Forgot Password?

Design For Safety, Security & Reliability

ative r et
Gas

s Mapping

Figure 2-1. The sign-in page after the user name has been entered.

Change the temporary password once you are signed in. Open the account panel from the button
bearing your initials at the top right of any page, then choose Account Settings.

2.2 Signing In with Single Sign-On

Organizations that manage identities centrally can have users sign in with their existing corporate
credentials rather than a password held by Kenexis. Entering your user name and selecting Continue
tells the platform which organization you belong to, and the page then offers the sign-in methods open
to you.

Where your organization requires single sign-on, Continue hands you straight to your identity provider,
and you return to the platform already authenticated. Where single sign-on is offered alongside a
Kenexis password — the usual arrangement while an organization is still rolling it out — the page
presents your provider as a button with the password field kept below it, and either route signs you in.
An organization with more than one provider registered sees a button for each.

[ ]
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SBKENEXIS

Sign in to your Integrated Safety Suite Account

Choose your sign-in method

Sign in with GOGOCO Azure AD
OR

Password:

Forgot Password?

Design For Safety, Security & Reliability
ed 2 Fisk Gas
An Analysis Mapping

Figure 2-2. The sign-in page when single sign-on is offered alongside a password.

An organization administrator sets this up on the Identity Providers tab, described in Section 8.6.

2.3 Recovering a Password

The Forgot Password link on the sign-in page sends a reset message to the address you enter, which
restores access if a temporary password has been mislaid or the original welcome message was held by
a mail filter. Recovering a forgotten user name needs help from support@kenexis.com, since the user
name is itself the address the reset message would be sent to.

2.4 Your Account

The button showing your initials at the top right opens the account panel. It names the signed-in user,
shows the address the account uses, and names the organization the account belongs to.

22 KENEXIS INTEGRATED SAFETY SUITE B Ubraries & Training #a support {§)
FACILITIES + * o + New = Q Search “‘ import

John Dos
Filter facilities Gulf Coast Refinery ° B ——

NAME TYPE General Oil and Gas Operating Company

Corporate Engineering Standards

Alkylation Unit Folder
Gulf Coast Refinery Dark Mode

Crude Unit Folder
Permian Basin Gas Plant i @ Account Settings
Utilities Folder

., Manage General Oil and Gas Operating

~ Company

— Logout
Figure 2-3. The account panel, opened from the initials button in the navigation bar.

Account Settings opens a window for changing your password and personal details. The panel also
carries the link out of the workspace and into administration for those who hold an administrative role,
and the command to sign out. Which entries appear depends on the roles the account holds; Section 3.4
sets out that relationship in full.

[ ]
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2.5 Display Preferences

The account panel carries a display-mode control that switches the interface between a light and a dark
presentation. The choice is remembered in the browser, so it persists between visits on the same
machine and applies from the moment a page begins to load.

The interface language follows the language preference already set in your browser. English,
Portuguese, and Simplified Chinese are supported; a browser requesting any of them is served that
language automatically.

[ ]
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3 Navigating KISS

3.1 The Study List

Signing in lands you on the Study List, the workspace from which all study data is reached. It divides into
two panes. The left lists the facilities available to you; the right lists the contents of whichever facility is

22 KENEXIS INTEGRATED SAFETY SUITE B braries & Training @ support )
FACILITIES + & @ + New - Q Search & Import
Filter facilities Gulf Coast Refinery / Alkylation Unit
NAME TYPE DATE MODIFIED
Corporate Engineering Standards
8]
Gulf Coast Refinery
Separator Overpressure Protection Arbor Jul 28, 2026, 10:38 PM

Permian Basin Gas Plant )
@ BTA - TK-401 Loss of Containment Bowtie Jul 28, 2026, 1038 PM

) Gas Compression Medule Effigy Jul 28, 2026, 10:39 PM

Delta City PSM Compliance Audit Open Audit Jul 28, 2026, 10:39 PM
P P!

Figure 3-1. The Study List, showing the facility pane, a folder's contents, and the toolbar.

Selecting a facility on the left loads its contents on the right. Items are listed with a name, a type, and
the date the item was last modified. A folder carries a folder icon and the type Folder; a study carries the
icon of its application and the name of its study type.

A single click on a row selects it, which is what enables the toolbar commands that act on a selection.
Opening an item is a separate action: either double-click anywhere in its row, or click the underlined
name directly. The distinction matters because most of the operations in Chapter 6 require an item to
be selected but not opened.

The path above the list records where you are. Its leftmost entry is the facility itself and each
subsequent entry is a folder you have opened. Selecting any entry returns you to that level. Inside a
folder, a row marked with two dots moves up to the parent.

Facilities can be reordered for convenience. The pin beside a facility name lifts it to a pinned group at
the top of the list, which is worth doing for the one or two facilities you work in daily. The filter box
above the list narrows it by name.

3.2 The Toolbar

The toolbar above the item list carries every command that acts on the current folder or the current
selection. Commands that cannot apply are shown but disabled, so the toolbar also indicates why an
action is unavailable: a command greyed out with nothing selected simply needs a selection first.

+ New » ¥ Move (B Copy A Rename [ Delet= Q) Search & Import I Export e Share

Figure 3-2. The Study List toolbar with a study selected.

Table 3-1. Study List toolbar commands.

Command Acts on Becomes available when
New The current folder A facility is selected. Offers a new folder or a new study of any
]
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Command Acts on Becomes available when

licensed type.

Move The selection A study or folder is selected and the facility permits moving it.

Copy The selection A study is selected and the facility permits copying it. Folders
are not copied.

Paste The current folder Move or Copy has staged an item and the destination permits
creating one.

Rename The selection A study or folder is selected and the facility permits renaming it.
Delete The selection A study or folder is selected and the facility permits deleting it.
Search The current facility A facility is selected.

Import The current folder The folder permits creating studies.

Export The selection A study of an exportable type is selected, and the organization

permits export.

Share The selection Any item is selected.

Two of these conditions reach beyond the toolbar itself. The permissions a facility grants to its editors
are set on the facility and are described in Section 5.6; the organization-wide export setting is described
in Section 8.2.

3.3 Searching a Facility

Search examines the selected facility and returns matching studies and folders wherever they sit in its
structure, which is the quickest route to a study whose location you no longer remember. Results
identify the folder each item was found in, so a search doubles as a way of confirming where something
lives.

3.4 Roles and What They Unlock

Every surface described in this manual is governed by the roles held by the signed-in account. Roles are
granted by an organization administrator on the Users tab, described in Section 8.3. A reader who
cannot see a button described here should look first at this table.

Table 3-2. Roles and the surfaces they unlock.

Role What it grants

Editor The ability to change study data. An account without this role can open and read
everything it has been granted access to, and creates nothing. Most working
users hold it.

Organization Administrator The Security & Privacy, Users, User Groups, Licenses, Identity Providers, and
Recycle Bin administrative surfaces, and the ability to grant roles to other users.
Reserved for the few people who manage the organization.

User Administrator The Users, User Groups, and Licenses surfaces, for delegating day-to-day user
management without also delegating the organization's security settings.

API Administrator The API Integrations surface, where tokens scoped to a single study are issued.
Appears only where the organization holds an API licence.

[ ]
BN Kenexis Project Manager Page 11



What it grants

Training Administrator Course management, the Course Builder, and the Training Matrix, for the person
responsible for the organization's training programme.

Roles combine. The account used for the illustrations in this manual holds Organization Administrator,
Training Administrator, and Editor together, which is a typical arrangement for the person who both
administers an organization and works in its studies.

Access to an individual facility is granted separately from these roles, through the authorizations
described in Section 5.5. The two work together: a role determines what kind of action an account may
take, and an authorization determines which facilities and folders it may take that action in. An account
without the Editor role holds read-only access to study data however generously its authorizations are
written.

BN Kenexis Project Manager Page 12



4 Training for Learners

4.1 The Training Hub

Training reaches the platform as courses of recorded modules and quizzes. The Training link in the
navigation bar opens the hub, which presents the courses available to you. A badge on that link counts
the courses assigned to you that remain incomplete, so outstanding training is visible from wherever
you are working.

EB KENEXIS INTEGRATED SAFETY SUITE B uibraries & Training ®a support (@)

& Back to Study List B Training Matrix F Course Builder

All Courses. @ Process Safety Engineering

GOGOCO PROCESS SAFETY DORIENTATION

M. Okafor

Introducti

© 3 lessons

P Start Course

Recently Added

NEW

(reo | e

GOGOCO Hazard Analysis Refresher GOGOCO Process Safety Orientation
R Alvarez M. Okafo

Process Safety Enginesring Process Safety Enginesring

Figure 4-1. The Training hub, with a featured course above the course rows.

A featured course occupies the banner at the top, and its button reflects your own position in it: it
invites you to start a course you have not begun, and to resume one already under way. Below the
banner, courses are grouped into rows. Assigned to You holds courses an administrator has registered
you for; Continue Watching holds those you have started; Recently Added holds the newest. Further
rows group courses by subject.

Each course appears as a card carrying its title, its presenter, its length, and its subject tags. A card also
carries its status: whether the course has been assigned to you, whether it is newly added, and how far
through it you are. Courses that need no licence are marked Free.

The search box above the rows matches on course title, and the subject chips beside it narrow the hub
to a single subject. Selecting either replaces the rows with a single grid of matches.

[ ]
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4.2 Course Details

Selecting a course opens its detail page: who developed it, who presents it, the professional
development hours it carries, a description, and the full list of its sections and modules with the length
of each.

238 KENEXIS INTEGRATED SAFETY SUITE B Ubraries [ Training #a support (§)

€ Back to Courses

GOGOCO Process Safety Orientation

DEVELOPED BY

CO Technical Safety Group
PRESENTED BY: M. Okafor

PROFESSIONAL DEVELOPMENT HOURS: 2

Course Description:

Introduction to the process safety g prog for engineering and operations staff. Covers the hazard analysis lifecycle, the role of

safety instrumented systems, and how study records are maintained in the Kenexis Integrated Safety Suite,
Course Sections:
~ Process Safety Fundamentals
© Hazard Identification and Risk Ranking 12m 308

O  Safety Instrumented Systems in Practice 9m 10s

Section Knowledge Check

Figure 4-2. A course detail page listing its sections and modules.

The action button reflects your position in the course. Register enrols you and is offered where the
course is free, where it belongs to your own organization, or where your organization holds a training
licence. Once registered, the button becomes Start, and then Resume once you are under way.
Completing a course turns it into Print Certificate, which produces a certificate recording the
professional development hours earned.

Courses that require a licence your organization does not yet hold offer to put you in touch with Kenexis
about training subscriptions instead.
4.3 Playing a Course

Starting or resuming a course opens the player. A contents pane on the left lists every module in the
course with its length, marks those already finished, and highlights the one now playing, so the pane
doubles as a progress record and a way of moving directly to any module.

BN Kenexis Project Manager Page 14



£8 KENEXIS INTEGRATED SAFETY SUITE 8 Ubraries @ Training ®a support ()
GOGOCO Process Safety Orientation

e e _

KENEXIS INTEGRATED SAFETY SUITE
i= Table of Contents

€ I Crude Distillation Unit SIS
v Process Safety Fundamentals

© Overview IS PFLst € Instuments & Instrument Typx B SRS General Requirements % €8 )
© Hazard Identification and Risk
= ” 9 ©
© Safety Instrumented Systems i... 9r 7 s &
Final
T PF D PFType  Selected p Lo " p Logic L .
Section Ki
£-1001 F S Tco 1001 1 &
01 F siL1 1 1001 1 1 8
001 SIF siL 0 1001 1 o1 &
> 3347910

Figure 4-3. The course player, with the contents pane listing the course's modules.

A video module plays in the main area. Reaching the end of the video marks the module complete and
moves on to the next one, so a course played straight through advances by itself. Where a course carries
supporting documents, a second tab beside the contents makes them available to download.

4.4 Quizzes and Completion

A quiz module presents its questions together, each with four answers, and submits them as a set.

]
XN
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28 KENEXIS INTEGRATED SAFETY SUITE B Uibraries & Training #asupport {E)

GOGOCO Process Safety Orientation

& Back to Course Detzils Section Knowledge Check

i= Table of Contents

1. Which layer of protection is credited only when it is independent of the initiating cause?
~ Process Safety Fundamentals

© Hazard Identification and Risk ... 12m 305 4| Anindependent protection layer

© Safety Instrumented Systems in... 9m 10s
g ) The basic process control system loop that caused the deviation

Section Knowledge Check

¢ Any alarm listed in the operating procedure

o The relief device, in all cases

2. What does the SIL of a safety instrumented function describe?

A The order of magnitude of risk reduction it provides
s The number of sensors it uses
| The physical size of the logic solver

b The frequency of proof testing required by the vendor

< Submit Answers

Figure 4-4. A quiz module, presenting its questions for a single submission.

Submitting the answers produces a score, both as a percentage and as the number of questions
answered correctly, together with the average score other users have achieved. A score above the pass
mark stated on the results page completes the quiz; below it, the quiz can be retaken as often as
needed, and the results page offers to start it again. Once the final module of a course is complete, the
course itself is marked complete and its certificate becomes available from the detail page.

[ ]
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5 Facilities

5.1 The Role of a Facility

A facility is the top level of the structure that holds study data, and it is also the level at which access is
granted. Everything else follows from that: a facility usually represents a physical site, because a site is
normally what a given group of engineers works on together, and giving that group access to the facility
gives them access to the site's studies in one action.

Facilities are created by users, not by Kenexis. Any user holding the Editor role may create one, and
whoever creates a facility owns it.

5.2 Creating a Facility

The plus button above the facility list opens the Add New Facility window, which asks only for a name.
The new facility appears in the list immediately, owned by you, private, and with all editing permissions
granted to those you subsequently authorize. Each of those defaults can be changed afterwards from
the facility's own properties.

5.3 Facility Details

The gear button above the facility list opens the properties of the selected facility. Any user with access
to a facility may view its properties; changing them is reserved for the owner, for a user holding an
Administrator authorization on the facility, and for organization administrators who also hold the Editor
role. Where an account may view but not change, the window says so at the top.

[ ]
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Facility Details

Facility Details

Facility Name
Gulf Coast Refinery

Facility Owner

John Doe (john.doe@gogoco.com) Reassign Ownership

Notes

Primary refining site. Studies are organized by process unit; SIS and PHA work for the crude train lives under Crude Unit.

Default Library
GOGOCO Engineering Library

Private Facility

Check this option i you want to limit facility access to yourself and any users you specify in the section below.
Uncheck this option if you want to grant view-only access to all users in your company. Edit access can be configured below.

Permissions for Users with Edit Authorizations (Checked = Allowed Action)

Create Rename Move
Folders
Studies

Facility updated successfully.

Configure User Access to Facility

- Authorization Scope

Filter directories...

Figure 5-1. Facility properties, showing the name, owner, notes, and default library.

The name and the notes are free text. The owner is shown for reference and is changed through the
separate process in Section 5.4. The default library determines which library the applications draw
reference data from for studies in this facility, and is chosen from those you have access to; libraries
themselves are the subject of Chapter 7.

5.4 Reassigning Ownership

Ownership moves through the Reassign Ownership panel on the facility properties. It offers the users in
your organization, together with anyone outside it you have already granted access to, and it asks what
access you wish to keep once ownership has moved.
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Facility Details

Facility Details

Facility Name
Gulf Coast Refinery

Facility Owner

John Doe john.doe@gogoco.com) Reassign Ownership

Transfer ownership of this facility to another user.

You can choose from any users in your organization, or users that you've previously granted access.

Once ownership is transferred you will no longer have access to modify the facility details or configure user access unless you maintain administrator
access.

New Facility Owner
- Select New Facility Owner --
Maintain Access

Administrator
Notes

Primary refining site. Studies are organised by pracess unit, SIS and PHA work for the crude train lives under Crude Unit.

Default Library

GOGOCO Engineering Library

Private Facility
Check this option if you want to limit facility access to yourself and any users you specify in the section below.
Uncheck this optian if you want to grant view-only access to all users in your company. Edit access can be configured below.

Permissions for Users with Edit Authorizations (Checked = Allowed Action)

Create Rename Move

Figure 5-2. The Reassign Ownership panel, with the access level to retain.

That second choice deserves attention. Ownership carries the right to change the facility's properties
and its authorizations, and transferring it hands those rights to someone else. Retaining Administrator
access keeps them; retaining Edit or View access keeps a working relationship with the facility but not
control of it; retaining nothing ends your access at the moment the transfer completes. The panel
defaults to Administrator. The new owner is notified by email.

5.5 Configuring User Access

The Configure User Access section of the facility properties governs who may reach the facility and what
they may do there. Three levels of access can be granted.

Table 5-1. Facility access levels.

View Opening and reading studies. No changes of any kind.

Edit Reading studies and changing their data, within the permissions the facility grants to
editors.

Administrator Everything Edit permits, and in addition changing the facility's own properties and its
authorizations.

Access need not be granted over a whole facility. The scope selector lists the facility and every folder
within it, and an authorization written against a folder reaches that folder and everything beneath it,
and nothing else. This is how a contractor working on one process unit is given exactly that unit: the
authorization is written on the unit's folder, and the remainder of the facility stays out of view.
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Facility Details

Private Facility

Check this option if you want to limit facility access to yourself and any users you specify in the section below.
Uncheck this option if you want to grant view-only access to all users in your company. Edit access can be configured below.

Permissions for Users with Edit Authorizations (Checked = Allowed Action)

Create Rename
Folders
Studies

Configure User Access to Facility
= [0 Authorization Scope
Filter directories...

Gulf Coast Refinery (2 airect)
Alkylation Unit (2 inherited)
M Crude Unit (1 dire

Uutilities (2 inherited)

Authorization added.
‘Gulf Coast Refinery » Crude Unit

Name Email Access Type Source

Bob Smith bob.smith@example.com View Direct

+ Add New Authorization

Jane Doe jane. '0.com nherited from Gulf Coast Refinery «

Process safety Engineers (User Group) i nherited from Gulf Coast Refinery «

Figure 5-3. Authorizations in effect at a sub-folder, showing direct and inherited grants.

The grid lists everyone whose access reaches the selected scope, and the Source column distinguishes
how. A direct entry was written at this scope. An inherited entry was written further up and reaches
here by descent; selecting it moves the scope selector to wherever it was written, which is the quickest
way to find the grant actually responsible for someone's access. The counts beside each folder in the
scope selector summarise both kinds at a glance.

Add New Authorization offers four ways to grant access.
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Add New Authorization

Please Select from the Options Below

Grant Access to KISS Users in your Organization

Select from users in your organization.

Grant Access to User Groups in your Organization

Select from user groups in your organization

Grant Access to Other KISS Users

Search for users outside of your organization.

Request Access for a New User

Request the creation of a new account for someone who is not already a KISS user, The
user will be unlicensed, so they will have view-only access to all study types. In order to
edit study data the new user will need to request a trial, or contact Kenexis about
licensing.

Figure 5-4. The four ways of granting access to a facility.

Table 5-2. Ways of granting access to a facility.

Grant Access to KISS Users in your Give access to a colleague who already has an account.
Organization

Grant Access to User Groups in your Give access to a named group, so that membership of the group
Organization carries the access. Section 8.4 covers groups.
Grant Access to Other KISS Users Give access to someone outside your organization, identified by the

address their account uses.

Request Access for a New User Ask Kenexis to create an account for someone who does not yet
have one, and grant it access.

The last two options appear where the organization permits sharing outside itself, a setting described in
Section 8.2. An account created through the fourth option arrives unlicensed, which means view-only
access to study data until a licence is arranged.

Granting access to a group rather than to individuals is worth preferring wherever a team is involved.
The authorization is then written once, and joining or leaving the team carries access with it, so access
ends when someone leaves the group without anyone having to remember the facilities they were
granted.
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5.6 Permissions for Users with Edit Authorizations

An Edit authorization says that someone may change study data. It does not by itself say that they may
reorganise the facility. That second question is settled by the permission grid on the facility properties,
which applies to everyone holding Edit access to this facility.

Facility Details

John Doe (john.doe@gogoco.com) Reassign Ownership

Notes

Primary refining site. Studies are organised by process unit; SIS and PHA work for the crude train lives under Crude Unit.

Default Library
GOGOCO Engineering Library

Private Facility

Check this option if you want to limit facility access to yourself and any users you specify in the section below.
Uncheck this aption if you want to grant view-only access 1o all sers in your company. Edit access can be confiqured below.

Permissions for Users with Edit Authorizations (Checked = Allowed Action)

Create Rename Move

Folders
Studies

Facility updated successfully.

Update

Configure User Access to Facility
= [ Authorization Scope
Filter directories...

Gulf Coast Refinery (2 direct)

Alkylation Unit (2 inherited)

M Crude Unit (1 direct- 2 inherited)

Utilities (2 inherited)

Figure 5-5. The permission grid governing what users with Edit access may do.

Table 5-3. Permissions granted to users with Edit authorizations.

Permission Folders Studies

Create New folders may be created. New studies may be created, imported, and
pasted.

Rename Folders may be renamed. Studies may be renamed.

Move Folders may be moved. Studies may be moved.

Delete Folders may be deleted. Studies may be deleted.

Copy Not applicable. Studies may be copied.

Export Not applicable. Studies may be exported to a file.

Copy and Export apply to studies only, which is why the folder row leaves them blank: folders are not
copied, and export produces an application's own study file rather than a folder. Clearing a permission
removes the corresponding command from the toolbar for everyone holding Edit access, which is how a
facility is made contributable-to without being reorganisable. A user holding Administrator access, and
the facility's owner, are unaffected by these settings.
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5.7 Deleting a Facility

Deleting a facility is offered at the foot of its properties, to the owner and to those holding

Administrator access. It takes the facility and everything inside it out of the Study List together, so it asks
for confirmation before proceeding.

Facility Details

Check this option if you want to limit facility access to yourself and any users you specify in the section below.
Uncheck this option if you want to grant view-only access to all users in your company. Edit access can be configured below.

Permissions for Users with Edit Authorizations (Checked = Allowed Action)

Create Rename Move
Folders
Studies

Update

Configure User Access to Facility

- [ Authorization Scope
Filter directories...
M Gulf Coast Refinery (2 direct)
Alkylation Unit (2 innerited)
Crude Unit (1 direct - 2 inherited)

Utilities (2 inherited)

Gulf Coast Refinery + Add New Authorization

Name Email Access Type Source

Jane Doe Jane.doe@gogoco.com Administrator Direct

Process Safety Engineers {User Group) Edit Direct

Delete Facility

This will permanently delete your facility. This action can't be undone.

e you sure you vantto dletethis ity i acion camot be uncone

Figure 5-6. The confirmation shown before a facility is deleted.

A deleted facility passes to the Recycle Bin, where an organization administrator can restore it, complete
with its folders and studies, for ninety days. Section 8.8 describes that process.

5.8 The Facility Dashboard

The dial button above the facility list opens the Facility Dashboard, which summarises the state of the

work a facility holds rather than its structure. It reads the studies themselves, so it reflects whatever has
most recently been saved in them.
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Facility Dashboard
Gulf Coast Refinery - Facility Dashboard
¥ Open-PHA
PHA Studies by Revision Age

8 <1 year
8 1-3 years
8 3-5 years
o s+ years
1 No Revisions

Total Number of Studies: 1

Risk Ranks

Total Number of Scenarics: €

Asset Severities

PHA Recommendations by Status

Proposed
pending
Under Revie
In Progres:
Completed|
Implemented
Closed|
Removed|
N,
None|
0

Total Number of Recommendations: 4

Safety Severities

Total Number of Scenarios: 4

Community Severities

Viewing Dashboard For: | Entire Facility

LOPA Recommendations by Status

Proposed

pending
Under Revie
In Progres:

completed|
Implemented
Closed
Removed
/A

None|

0

Total Number of Recommendations: 2

Environment Severities

Total Number of Scenarios: 2

Figure 5-7. The Facility Dashboard summarising process hazard analysis data.

The Viewing Dashboard For selector at the top sets how much is included. It offers the entire facility and
every folder within it, so the same charts can describe a whole site or a single process unit — useful
when a site's studies are reviewed unit by unit.

The dashboard is arranged in three sections, each drawing on one family of studies. The process hazard
analysis section reports how recently studies were revised, the status of their recommendations, and
the distribution of risk ranks and severities across their scenarios. The auditing section reports revision
age, recommendation status, and scoring. The safety instrumented systems section reports the integrity
levels of the functions in the facility, how many have passed verification, the status of testing, and

activations recorded over the past year.
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Facility Dashboard

@ 3-5 years P d 2 Non-compliant
W e s+ years M 3 Partially compliant
1 Mo Revisions

Total Number of Studies: 1 Total Number of Recommendations: 4 Total Number of Scenarios: 14

SIF Summary SIL Verification Summary Recommendations

Proposed
pending|
Under Revie:

1SIL1 2 Passed In Progres;

Completed
W oisnz 1 Failed °

Implemented|

W o1z @ Incomplete Closed|

@ other @ No SIL Removed
N/A

Nong]

0

Testing Status Recent Activations (Past 12 Months)
Tier 1f
Tier 2|

M : on Schedule Tier 3

2 Upconing Tier 4

W2 rest oue unknown|
1 No Testing ot Rated

N/
0

Failures in Past 12 Months: 1 Valid Activations 1

Invalid Activations:

Figure 5-8. The Facility Dashboard summarising safety instrumented system data.

Where a chart would carry more than ten categories it shows the ten most used and says so beneath
itself. A section with no studies to draw on reports that instead of showing empty charts.
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6 Studies and Folders

6.1 Creating Studies and Folders

The New command creates both, in whichever folder is currently open. Folders take only a name.
Studies take a name and a type, and the menu lists the study types your organization is licensed for, so
the menu is itself a statement of what is available to you.

£8 KENEXIS INTEGRATED SAFETY SUITE 8 Libraries & Training % support (@)
FACILITIES + 0 + New v | G Move (B Copy |J Paste % Rename [ Delete @ Search | & Import L Export «§ Share
Filter facilities... B NewFoider
. TYPE DATE MODIFIED
Corporate Engineering Standards _ B vetigo
This folder is empty.
Gulf Coast Refinery Arbor
B [ Open-PHA
Permian Basin Gas Plant
Open Audit
B Effigy
@ Bowte

Consequence Modeling
Figure 6-1. The New menu, listing folders and the licensed study types.

Most study types then ask for a name and open the new study. Two behave differently and are worth
expecting: Open-PHA and Open Audit studies are created and opened directly, without asking for a
name first, and are named from within the application. A Fire & Gas Mapping study asks for more than a
name, because a mapping study cannot begin without the units, zone dimensions, and analysis elevation
it will work in.

New Vertigo Study

MName

Alkylation Unit SIS

Figure 6-2. Creating a study.
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Folders may be nested as deeply as an organization finds useful. Because authorizations can be written
against any folder, the folder structure is also the structure of access, which is worth bearing in mind
when deciding how to arrange a large facility.

6.2 Moving, Copying, and Pasting

Move and Copy work through a clipboard. Selecting an item and choosing Move or Copy stages it and
enables Paste; navigating to the destination and choosing Paste completes the operation. Nothing
changes until Paste is chosen, so an operation begun by accident can be abandoned simply by not
completing it.

£3 KENEXIS INTEGRATED SAFETY SUITE B Libraries (@ Training @ Support @
FACILITIES + & © + New~  $ vove (Mcopy [ Paste 4 Rename ffj Delete Q Search & import L Export e Share
ter facilities Copy: Separator Overpressure Protection (Arbor)
Gulf Coast Refinery / Alkylation Unit
Corporate Engineering Standards
NAME TYPE DATE MODIFIED
Gulf Coast Refinery
[]
Permian Basin Gas Plant .
Separator Overpressure Protection Arbor Jul 28, 2026, 1038 PM
() BTA - TK-401 Loss of Containment Bowtie Jul 28, 2026, 10:38 PM
E) Gas Compression Module ffigy Jul 28, 2026, 10:39 PM
Delta City PSM Compliance Audit Open Audit Jul 28, 2026, 10:39 PM

Figure 6-3. An item staged for pasting, with the destination not yet chosen.

Move relocates the item. Copy leaves the original untouched and places a duplicate at the destination,
named to distinguish it from the original. Copying applies to studies; folders are moved rather than
copied.

6.3 Renaming

Rename changes the name of the selected study or folder. For a folder this is the only way to do it. A
study may also be renamed from inside the application that owns it, and either route produces the same
result in the Study List.

[ ]
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Name

Separator Overpressure Protection

Cancel Rename

Figure 6-4. Renaming a study.

6.4 Deleting

Delete removes the selected study or folder. Deleting a folder takes its contents with it, so the
confirmation states how many studies are involved — worth reading before continuing, since a folder's
full contents are not always visible from where the deletion is begun.

Eg Kenexis Project Manager Page 28



Are you sure you want to delete the study
‘Superseded Containment Draft’ and its linked
data?

Figure 6-5. The confirmation shown before a study is deleted.

Deleted studies and folders pass to the Recycle Bin and can be restored by an organization administrator
for ninety days, as described in Section 8.8.

6.5 Importing and Exporting a Study

Export writes the selected study to a file on your computer. The format is the one the study's own
application uses, and what can be done with that file is described in that application's manual: some are
working formats that can be edited offline, others are archives intended for retention. Export is available
for study types that support it, where the facility permits exporting and the organization allows data
export at all.

Import reads such a file back. Select the facility and folder the study should arrive in, choose Import, and
select the file. A valid file is imported and the new study opens immediately, which confirms the import
in the most direct way available. Import is available wherever the destination folder permits creating
studies.

6.6 Sharing a Study by Link

Share produces a link that points directly at the selected study or folder. Sending the link to a colleague
saves them navigating to it, which is useful when a study sits several folders deep or when a discussion
refers to one particular study.
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Share External Link

Share a Link to the Study or Folder

Separator Overpressure Protection

Users will still require permission to view the shared item when using this
link.

& Copy Link

¥ View Link

http://localhost: 5288/ select/load?i=32Y0-QeGHenxsREHY2usnARL =2

Figure 6-6. The link produced for a selected study.

A link carries a location and nothing else. Whoever opens it is taken to the study if their own account is
already authorized to reach it, and is returned to the Study List with an explanation if it is not. Sharing a
link is therefore a convenience rather than a grant of access, and access itself is still arranged through
the authorizations in Section 5.5. A link continues to work after a study is moved, because it identifies
the study rather than its position.
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7 The Library Manager

7.1 Libraries and the Kenexis Standard Library

A library holds reference data that studies draw on rather than restate: equipment failure rates,
templates, and the standard lists an organization wants used consistently. Keeping this data in a library
means a study cites a maintained source, and an organization can hold its engineering standards in one
place.

The Libraries link in the navigation bar opens the Library Manager. Every user has read access to the
Kenexis Standard Library, which carries the reference data Kenexis maintains — most substantially the
failure rate database that safety integrity verification and fault tree analysis draw on. Alongside it, an
organization can create libraries of its own.

E8 KENEXIS INTEGRATED SAFETY SUITE B uibraries R Training % support ()

LIBRARY MANAGER + & Back
Filter Libraries..

» GOGOCO Engineering Library

» Kenexis Standard

Figure 7-1. The Library Manager.

7.2 Creating and Managing a Library

The plus button in the ribbon creates a library and makes you its owner. A new library is prepared with a
place for every kind of data the organization is licensed to hold, so its structure appears fully formed and
is filled in over time.

The remaining ribbon buttons act on the selected library and are offered to its owner: renaming it,
managing who may use it, and deleting it. Deleting asks for the library's name to be typed before it will
proceed, which is deliberate: a library may be cited by many studies across many facilities. Studies that
already cite a deleted library keep the values they took from it, since those values are held in the study;
what ends is the ability to take further data from it.

7.3 Authorizing Library Users

A library's owner controls who may use it. The Manage Authorizations window lists everyone with
access, whether each entry is a user or a group, and the level each holds — View to cite the library's
data in studies, Edit to change the data itself.

[ ]
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Manage Authorizations — GOGOCO Engineering Library

MNAME EMAIL ACCESS LEVEL

John Doe {703 john.doe@gogeco.com Owner

+ Add New Authorization = Transfer Ownership

Figure 7-2. Managing access to a library.

Close

The same window transfers ownership, which asks what access the departing owner should keep and

takes effect immediately.

7.4 Library Contents

A library is organised in two levels: a category, and the types within it. What appears depends on the
applications the organization is licensed for, so a library shows only categories its owner's organization

can use.

Failure Rate Data

Table 7-1. Library categories and their contents.

Category Holds

and final element interfaces.

Failure rate data for the components of a safety function, divided by component
role: process connections, sensor interfaces, sensors, logic solvers, final elements,

Open-PHA Templates

Templates and standard lists for hazard analysis: study and study-settings
templates, risk criteria, node and checklist templates, and the standard causes,
safeguards, enabling events, and conditional modifiers a study offers.

Open Audit Templates

Audit category templates.

SRS General Requirements

Reusable safety requirement specification documents.
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7.5 Working with Library Items

Selecting a type lists its items. The grid filters, sorts by any column, and opens an item for editing when
its name is selected or its row double-clicked. Add New creates an item of that type, and the cross at the
end of a row deletes one after confirmation. All of these are offered to users holding Edit access.

£8 KENEXIS INTEGRATED SAFETY SUITE B libraries 1 Training % Support ()

LIBRARY MANAGER + A % D ¢ Back | [B.Bport B Import | GOGOCO Engineering Library / Failure Rate Data / Sensors
Filter Libraries... Filter by type... + Add New... 3 items
¥ GOGOCO Engineering Library TYPE A DESCRIPTION R P Ao Aon ARCH CONSTTYPE  DATAREFERENCE DB REVISION
¥ Failure Rate Data Level Transmitter Guided wave radar level transmitter 24087 TH0EE 11086 6.206-7 A Vendor FMEDARev 1 2026-01 =
Pressure Transmitter Smart pressure transmitter, 4-20 mA output 20087 50028 15086 3.008-7 A Vendor FMEDARev3 202601 *
Process Connections
Temperature Transmitter RTD tempersture transmitter with thermawell 16087 GODEE  9O00ET  450ET A Vendor FMEDARev2 202601 =
Sensor Interfaces

Figure 7-3. A library's failure rate data.

Failure rate items can be expressed either as a failure rate with its associated coverage figures, or as the
four dangerous and safe failure rates directly. The toggle above the grid switches the columns between
the two, and the item window offers the same choice, so data can be entered in whichever form the

source provides it.

Update - Sensors

Type

Pressure Transmitter

Description

Smart pressure transmitter, 4-20 mA output

Aoy (per hour) App (per hour)
30087 1.506-6

Asy (per hour) Asp (per hour)
5.008-8 2.00-7

Data Reference DB Revision
Vendor FMEDA Rev 3 2026-01

Architectural Constraint Type

A

Cancel Save

Figure 7-4. Editing a library item.

Each item records where its data came from and the revision it belongs to. Filling those in is worth the
effort: they are what allows a later reader to trace a number in a study back to its source. Changing a
library item does not alter studies that already cite it, which keeps a completed study stable; each
application's manual describes how to take an updated value into a study.
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Items used in mapping studies additionally report how many places they are used in, and that count
opens the list of studies concerned — the quickest way to understand what a proposed change would
affect before making it.

7.6 Appending and Exporting Library Data

Export writes the selected type's items to a spreadsheet, and Import reads a spreadsheet back,
appending its rows to the type currently selected. Together they are how a substantial body of data is
brought in at once, rather than item by item.

Import Library Data

Select an Excel file (xisx) to import. Data will be appended to the current library.

Choose File | No file chosen

Click to select a file
xisx, s

Cancel L import

Figure 7-5. Importing library data.

Exporting first is the reliable way to get the format right. The exported spreadsheet has exactly the
columns the import expects; clearing its rows and entering new ones produces a file that will import
cleanly. Because import appends, the file should contain only the items being added.

7.7 Assigning a Default Library to a Facility

A facility names one library as its default, and studies in that facility draw reference data from it. The
setting is on the facility's own properties, described in Section 5.3, and offers every library you have
access to. Setting it deliberately is what ensures a site's studies all cite the same source.

7.8 Returning to the Study List

The Back button in the ribbon returns to the Study List.
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8 Organization Administration

8.1 Opening Organization Administration

When an organization takes its first licence, Kenexis asks it to nominate one or more administrators.
They manage the organization's settings, its users, its groups, and its licences. The account panel
described in Section 2.4 carries the entry into these settings for accounts that hold an administrative
role, labelled with the organization's own name.

The settings are arranged as tabs down the left of the page. Which appear depends on the roles held;
the mapping is in the table in Section 3.4. An organization administrator sees all of them, while a user
administrator sees those concerned with users, groups, and licences.

8.2 Security and Privacy

The first tab holds the settings that apply across the whole organization.

E8 KENEXIS INTEGRATED SAFETY SUITE B uibraries 1 Training #a support ()

— Back To Stucy List
) ‘ Settings saved successfully.
Organization Admin

Organization Name
Y General Oil and Gas Operating Company

Users
Make All Facilities Visible to Organization Administrators
User Groups Allow all erganization administrators to view all facilities even if explicit authorizations have not been
provided by the facility owners.
Licenses
Make Facilities Public By Default

=iy s Sets the default visibilit

all users in the organiz:

setting can b over

. Setting this to true will make all facilities visible to
will make all facilities private by default. This

API Integrations

Recycle Bin @D Allow sharing Outside of your Organizatian
Allow users in your organization to share sccess to facilities with users outside of the srganizstion.
@D Aallow Data Export

Allow users in your erganization to export data from the KISS platform. Setting this to false will disable
export for all users in your

ganization excluding organization administrators,

Figure 8-1. Organization security and privacy settings.

The organization name appears wherever the organization is identified, including in the account panel.
Four switches follow, and each is worth a deliberate decision rather than being left at its default.

Table 8-1. Organization security and privacy settings.

Setting What enabling it does

Make All Facilities Visible to Lets organization administrators see every facility owned within the
Organization Administrators organization, including private ones they have not been granted access
to. Left off, a private facility stays private even from an administrator.

Make Facilities Public By Default Makes each newly created facility visible to the whole organization
rather than private. The creator can still override this on the facility
itself.

Allow Sharing Outside of your Lets users grant access to people outside the organization, and enables

Organization the last two options of the authorization wizard in Section 5.5.

Allow Data Export Lets users export study data to files. Left off, export is withheld from

users while remaining available to organization administrators.

[ ]
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The first of these deserves particular thought. Facilities are private by default, which means an
administrator cannot necessarily see the data their own organization holds. Enabling it gives
administrators oversight of everything; leaving it off keeps each facility's contents to the people its
owner has chosen. Which is right depends on whether the organization treats administration as
custodianship of all its data or as a purely clerical role.

8.3 Users and Roles

The Users tab lists everyone in the organization with the roles and groups each holds, and filters by any
column.

E& KENEXIS INTEGRATED SAFETY SUITE B Lbraries (& Training % Support Q
— Back To Study List
Organization Admin m (= o
Username: Name Roles Joined Groups
Security & Privacy
ENN - e — 1 -
User Groups bob.smith@example.com Bob Smith Editor 1 x
Licenses charlie. brown@example.com Charlie Brown Editor 2 =
jane.doe@gogoco.com Jane Doe Editor 2 x
Identity Providers
john dee@gogoco.com John Doe Organizati i , Training i , Editor 1 x

APl Integrations

Figure 8-2. The organization's users, with their roles and group membership.

Add creates an account, asking for an address, a name, and the roles to grant.

22 KENEXIS INTEGRATED SAFETY SUITE B Ubraries & Training @ support ()
— Back To Study List
Add Users x

Organization Admin m ‘

Username: Name Roles Joined Groups Email
Security & Privacy

Seurhy S ETEsy dana.reyes@gogoco.com
El - o = 1 T s

User Groups bob.smith@example.com Bob Smith Editor 1 x Dara
Licenses charliebrown@examplecom  Charlie Brown Editor 2 5 Last Name

jane.doe@gogoco.com Jane Doe Editor 2 x Reyes
|(‘ET"UY‘_\, Providers

john.doe@gogoco.cam John Doe Training Admi . Editor 1 x Roles

API Intagrations
Organization Administrator

Recycle Bin User Administrator

API Administrator
Training Administrater
Editor

Figure 8-3. Adding a user to the organization.

Roles are described in Section 3.4. Most users need only Editor. The three administrative roles —
Organization Administrator, User Administrator, and APl Administrator — are granted by an
organization administrator; a user administrator may grant Editor and Training Administrator, which
allows day-to-day user management to be delegated without also delegating control of the
organization's security settings.

Where the address given already belongs to an account at another organization, the page says so and
offers to add that existing account rather than create a second one, which keeps a single identity for
someone who works across organizations.
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Selecting a user opens their details.

22 KENEXIS INTEGRATED SAFETY SUITE B Libraries & Training #a suppert ()
— Back To Stud) R
Export User List charlie.brown@example.com x
Organization Admin ml Export User List c B
Charlie Brown
Username: Name Roles Joined Groups
Security & Privacy Details
First Name
alicejohnson@examplecom  Alice Johnson Editor 1 % Charlie
User Groups bob.smith@example.com Bob smith Editor 1 x
Last Name
Licenses charlie.brown@examplecom  Charlie Brown Editor 2 x arown
jane.doe@gogoco.com Jane Doe Editer 2 x
Identity Providers Save
john.doe@gogoce.com John Doe Organization Administrator, Training Administrator, Editor 1 x
APl Integrations Account Status
—— @ Allow Signin

Roles
Organization Administrator
User Administrator
API Administrator
Training Administrator

Editor

Joined Groups

Select Groups -

Operations Reviewers

[N

Process Safety Engineers

Figure 8-4. A user's details, roles, and group membership.

Their name can be corrected, their roles changed, and their group membership managed from here. The
account status section governs access itself: sign-in can be withdrawn while leaving the account and its
data in place, an account locked by repeated failed sign-ins can be unlocked, and a password can be
reset. A reset produces a temporary password shown once, on screen, for you to pass to the user — it is
not shown again, so it needs to be copied before the window is closed.

Deleting a user asks which user their data should be reassigned to, and asks for the user name to be
typed to confirm. The reassighment matters: facilities, studies, and libraries have owners, and deleting
an account without saying where its property should go would leave that property without one.

8.4 User Groups

A group is a named set of users that can be granted access as a single entity. Where a team works on the
same facilities, granting access to the group rather than to each member is both quicker and safer,
because access follows membership and ends when someone leaves the group.

22 KENEXIS INTEGRATED SAFETY SUITE B Ubraries & Training @ support ()

— Back To Study List .

Organization Admin m ‘ Hpert Lsermredps

Group Name Members Assignments

Security & Privacy

ez GoGoCo Engineering 2 2 x
Operations Reviawers : ° -

Licenses Process Safety Engineers 3 1

Irantit Drrvidare

Figure 8-5. The organization's user groups.

The list shows each group's membership count and how many authorizations have been written against
it. Selecting a group opens it.
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Organization Admin m |7i‘:'“’ User Groups

Process Safety Engineers x
Group Name Members Assignments Group Name
Users GoGoCo Engineering 2 2 = Members
= Process Safety Engineers 3 1 x
Licenses 5By, = Alice Jol "

Identity Providers
Cha
APl Integrations crar

Recycle Bin

Assignments

Gulf Coast Refinery =3

Figure 8-6. A group's membership and the facilities it has been granted.

Members are added and removed from here. The assignments section lists the facilities and folders the
group has been granted, which answers the question a group's own page ought to answer: what does
membership of this group actually give someone. Removing a member, or deleting a group, withdraws
the access that membership carried.

8.5 Licences

The Licenses tab reports what the organization is licensed for, how much of each licence is in use, and
when each expires.

E8 KENEXIS INTEGRATED SAFETY SUITE B uibraries 1 Training ®a support ()
— Back To Study List
O . Request Additional Licenses
Application Concurrent Users  Licenses in Use Expiration Date
Security & Privacy -

EEEEINES, API Integrations N/A N/A 2027-12-31
Users Aarbor a 0 2027-12-31
TemEws Bowtie 4 o 2027-12-31

m e : 2 o
Moc N/A N/A 2027-12-31

Identity Providers
Open Audit 5 0 2027-12-31
G e e Open-PHA 10 [ 2027-12-31
Recycle Bin Consequence Modeling 2 0 2027-12-31
Training N/A N/A 2027-12-31
Vertigo 6 0 2027-12-31

Figure 8-7. The organization's licences.

Most licences are concurrent: they set how many people may use an application at the same time rather
than how many may be registered to use it. For those, the Licenses in Use figure is a live count, and
selecting it lists the sessions currently holding a licence, with the user, the time the session began, and
the study being worked on. A session can be released from that list, which is how a licence held by a
machine left signed in overnight is recovered. Licences that do not work this way report no concurrent
figure.

Expiry dates are shown for each application, and an expired licence is marked as such. Requesting more
licences, or a longer term, is done from the same page.
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Request Additional Licenses

Please select the application and enter the number of additional licenses
requested below. Someone from Kenexis will contact you regarding your request
with licensing options.
Application

Arbor - Fault Tree Analysis
Number of Licenses

1

Figure 8-8. Requesting additional licences.

The request names the application and the number of licences wanted, and reaches Kenexis directly; a
member of staff then follows it up.

8.6 Identity Providers

An organization that manages identities centrally can have its users sign in with corporate credentials
rather than a password held by Kenexis. The Identity Providers tab registers the provider that will
authenticate them.

£8 KENEXIS INTEGRATED SAFETY SUITE B Ubraries 1 Training B support ()

+ Back To Study List
Organization Admin Add Identity Provider

Name Protocol Provider Status Domains SCIM

Security 8 Privacy No identity providers configured.

Users
User Groups

Licenses

Figure 8-9. Registered identity providers.

Both OpenlID Connect and SAML are supported, with templates for the common providers. A
registration records where the provider lives, the credentials the platform uses to talk to it, and how the
provider's claims map onto a user's email address, name, and groups. A connection can be tested from
the page before it is relied on, and a provider can be registered while disabled so that configuration is
settled before anyone is asked to use it.
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Require for Company governs which sign-in methods your users are offered. Left off, the sign-in page
presents the provider alongside the password field, which suits a staged rollout while some users are
not yet in the provider; turned on, single sign-on becomes the only route and users are taken to the
provider as soon as they enter their user name. The setting becomes available once the provider is
enabled, so that a provider still being configured cannot become the sole way in.

The same page enables automatic provisioning, so that accounts are created on first successful sign-in,
and SCIM, so that the provider can create, update, and deactivate accounts directly. Enabling SCIM
produces a bearer token, shown once for you to record in the provider's configuration.

Configuring single sign-on end to end involves work in your own identity provider as well as here. The
Kenexis User Provisioning Guide covers that process for each supported provider and is the right
companion to this section; contact support@kenexis.com for a copy.

8.7 API Integrations

Organizations holding an API licence can let external systems read and write study data
programmatically. An integration is scoped to a single study, which keeps the reach of any one token to
exactly the data it was issued for.

£8 KENEXIS INTEGRATED SAFETY SUITE B8 Libraries @ Training % Support @

 Back To Study List JE—

Organization Admin Add API Integration \& Delta City Depropanizer HAZOP/LOPA x
Facility Name Study Name Application Created By Study Type

Security & Privacy Open-PHA.

Ui Gulf Coast Refinery Delta City Depropanizer HAZOP/LOPA Open-PHA. Jjohn.doe@gogoco.com x Study Name

Delta City Depropanizer HAZOP/LOPA
User Groups

Study Path
Gulf Coast Refinery/Crude Unit

Licenses

Identity Providers
Identity Providers Kxs-Token

............................ o[

Recycle Bin Created By

john.doe@gogoco.com

Created Date
2026-07-29 03:00:33

Last Used
Never

Figure 8-10. APl integrations.
Creating an integration asks for the study type, the facility, and then the study itself. It produces a token,
which the external system sends with each request. The token is shown masked and can be revealed

and copied by those entitled to see it. The list records who created each integration and when it was last
used, which is what allows an unused integration to be identified and removed.

8.8 The Recycle Bin

Deleting a facility, folder, or study does not destroy it. It passes to the Recycle Bin, where an
organization administrator can restore it for ninety days.

[ ]
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£2 KENEXIS INTEGRATED SAFETY SUITE

+ Back To Study List

Organization Admin

Security & Privacy

Recycle Bin
Restore fac s,

Filter deleted items.

B Ubraries & Training @ support (F)

Users Type Name Facility Location  Owner Deleted

LEsieietin: Folder  Decommissioned Sulfur Unit Gulf Coast Refinery (root) john.dee@gogoco.com 2026-07-29 (30

Wezrz= Bowtie Superseded Containment Draft Gulf Coast Refinery (root} Jjohn.doe@gogoca.com 2026-07-29

Identity Providers Facility ~ Getting Started: Sample Facility Getting Started: Sample Facility (root) john.doe@gogoco.com 2026-07-26 (57 i

APl Integrations Facility ~ Getting Started: Sample Facility Getting Started: Sample Facility (root) jane.doe@gogaco.com 2026-07-18
Facility  Janes Facility Janes Facility (root) jane.doe@gogoca.com 2026-07-03 (64 d

Figure 8-11. The Recycle Bin, listing items deleted within the last ninety days.

Each entry records what the item is, where it was, who owned it, when it was deleted, and how many
days remain to restore it. Restoring an item also restores whatever was deleted along with it, so
restoring a folder brings back the studies it contained. Items deleted more than ninety days ago are
removed permanently.

Restoration is reserved for organization administrators, and reaches only items belonging to their own
organization. Change requests raised in Kenexis MOC are managed within that application rather than

here.
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9 Training Administration

9.1 Managing Courses

A training administrator manages the organization's courses and tracks who has completed them. The
Course Builder button on the Training hub opens the course list.

£3 KENEXIS INTEGRATED SAFETY SUITE B Libraries (@ Training # Support @
‘ € Training ‘ Manage Courses
Course Name Developer PDH Sections Modules Regs Access
Filter Filter.. Al
GOGOCO Hazard Analysis Refresher GOGOCO Technical Safety Group 1 1 1 0 [ Private |
GOGOCQ Process Safety Orientation GOGOCO Technical Safety Group 2 1 3 5 m

Figure 9-1. The organization's courses.

The list reports each course's developer, the professional development hours it carries, how many
sections and modules it contains, how many people are registered on it, and whether it requires a
licence. Add Course creates one, asking for a title, a description, the professional development hours,
the developer and presenter, and the subject tags under which it will appear on the hub. Marking a
course Free makes it available without a training licence.

A course also carries a thumbnail and a preview video, both uploaded from the same page; these are
what the hub shows on the course's card and banner. Deleting a course removes its sections, modules,
quiz questions, and registrations together, and says so before proceeding.

9.2 Building a Course

Open Builder opens the course's structure. Content is arranged as sections, each holding an ordered list
of modules.
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28 KENEXIS INTEGRATED SAFETY SUITE B Ubraries & Training @ support ()

Training / Courses / GOGOCO Process Safety Orientation

Course Outline Edit Module \T|

' Process Safety Fundamentals 3 Module saved,

© Hazard Identification and Risk Ranking
Module Title
° .
Safety Instrumented Systems in Practice Section Knowledge Chack
@ section Knowledge Check 2a
Type
+ Module Quiz “

uiz Questons 2
al L

‘Which layer of protection is credited only when it is independent of the initiating cause?

A: An independent protection layer

ed the deviation

Q2 + s

‘What does the SIL of 3 safety instrumented function describe?

A: The order of magnitude of risk reduction it provides

Figure 9-2. The Course Builder, editing a quiz module.

Sections and modules are added from the outline on the left and reordered with the arrows beside
each, so a course can be restructured after it has been written. A module is either a video or a quiz,
chosen on the module itself.

A video module takes a single MP4 file. Once uploaded, the builder reports its length, which is the length
the hub and the course detail page will show, and the file can be replaced later without disturbing the
rest of the course.

A quiz module holds a list of questions. Each question carries its text, four answers, and a marker on the
correct one, and may carry an image where the question depends on a diagram. Questions are
reordered and removed from the same list. A learner must score above the pass mark shown on the
results page to complete the quiz, and may retake it as often as necessary.

9.3 The Training Matrix

The Training Matrix is the record of who has been trained on what. Its rows are the users holding a
training licence and its columns are the courses being tracked, so a single page answers the question a
training programme exists to answer.
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«  Training Matrix ~4ues  Zcouss | 13% complesd B Export to Excel 2* Add Users + Add Courses

Q Search users.
£ &
g 8
o °
g g
3 8
]

o Alice Johnson o

° 8ob Smith

e Charlie Brown

Figure 9-3. The Training Matrix.

Each cell reports one user's position in one course. A dash means they are not registered; R means
registered but not started; a percentage means in progress; a tick means complete. The summary at the
top counts the users and courses being tracked and the average completion across them.

Three actions build the matrix. Add Users assigns training licences to users who do not yet hold one,
which is what puts them in the matrix at all. Add Courses brings a course into the matrix to be tracked.
Selecting a course's column heading registers users onto that course, and offers to stop tracking it.

Selecting a user's name opens their record: how many courses, modules, and quizzes they have
completed over the past year and in total, their average quiz score, and the time they have spent,
together with tabs listing all their courses, those in progress, and those finished.
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£8 KENEXIS INTEGRATED SAFETY SUITE B tibraries 1 Training % support ()

«  Training Matrix 4uss  2cousss | 13% complesd B Export to Excel &' Add Users + Add Courses

Search users.. .
e Alice Johnson ><
slice johnson@example.com
g -3
5 2 E sets =an £ Active ® Done
H a
H i
H H LAST 12 MONTHS
£ &
g 9
8 8
g g 1 0
3 3 CoursEs MODULES
o Alice Johnson v 0 N/A
Quizzss RVG SCORE
e 8ob Smith so%
0 hours 0 minutes
@ Charlie Brown 3% ALLTIME
© e oo P 1 o
COURSES MODULES
N/A
QUIZZES AVG SCORE

0 hours D minutes

® Revoke License

NotRsgistersd ~ ®  Registersd  sox InProgress Completed

Figure 9-4. A user's training record.

A training licence can be released from the same panel, which also ends the registrations it supported.
Selecting a cell rather than a name opens that user's progress through that one course, including their
score on each quiz.

Register Users
‘GOGOCO Hazard Analysis Refresher

[[] Selectall

[[] Alice Johnson alice johnson@exampie.com

[[] Bob Smith bob.smith@example.com

[] Charlie Brown chariie.brown@example.com

[] Jane Doe jane doe@gogoco.com

X Stop Tracking
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Figure 9-5. Registering users onto a course.

9.4 Exporting Training Records

Export to Excel writes the whole matrix to a spreadsheet — every tracked user against every tracked
course, with their status in each. This is the form in which training records are usually presented to an
auditor, and it is worth taking a copy at the same interval the organization reviews competency.
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Appendix A Role and Permission Reference

Roles are granted per user on the Users tab (Section 8.3) and determine what kind of action an account
may take anywhere in the platform.

Table A-1. Roles.

Role Grants
Editor Changing study data. Without it, an account is read-only everywhere.
Organization Administrator Security & Privacy, Users, User Groups, Licenses, |dentity Providers, Recycle

Bin; granting any role.

User Administrator Users, User Groups, Licenses; granting Editor and Training Administrator.
API Administrator API Integrations, where an API licence is held.
Training Administrator Course management, the Course Builder, and the Training Matrix.

Authorizations are granted per facility or folder on the facility's properties (Section 5.5) and determine
where an account may act.

Table A-2. Facility access levels.

Access level Grants

View Opening and reading studies.
Edit Reading and changing study data, subject to the facility's editor permissions.
Administrator Edit, plus changing the facility's properties and authorizations.

The two combine: an account acts only where an authorization reaches, and only in the ways its roles
allow. An account without the Editor role is read-only however generous its authorizations.
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Appendix B Study Types and Their Manuals

Study types appear in the New menu and in the Type column of the Study List under the names in the

first column below. Each application has its own manual.

Table B-1. Study types and the manuals that cover them.

Shown in KISS as Application Covers
Open-PHA Kenexis Open-PHA Process hazard analysis and layer of protection
analysis.
Vertigo Kenexis SIS Safety instrumented system design and integrity
verification.
Arbor Kenexis Fault Tree Fault tree construction, cut sets, and
quantification.
Bowtie Kenexis Bowtie Barrier-based risk analysis and bowtie diagrams.
Effigy Kenexis Fire & Gas Mapping Fire and gas detector coverage mapping.
Consequence Modeling Kenexis Consequence Modeling Release, dispersion, fire, and explosion modeling.
Open Audit Kenexis Open-Audit Compliance auditing and scoring.
MOC Kenexis MOC Management of change workflow and records.
7]
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Appendix C Glossary

Table C-1. Glossary of terms.

Authorization A grant of access to a facility or folder, made to a user or a group at one of three
levels.
Default library The library a facility's studies draw reference data from.
Facility The top level of the study structure, and the level at which access is granted.
Folder A subdivision of a facility. Authorizations may be written against any folder.
Library A store of reference data — failure rates, templates, and standard lists — that studies
cite.
Organization A licensed customer. Users, groups, and licences all belong to one.
Recycle Bin Where deleted facilities, folders, and studies are held for ninety days.
Role A grant of capability to a user account, independent of any particular facility.
Share link A link identifying a study or folder. It carries a location, not a grant of access.
Study One analysis, of one type, belonging to one facility.
Study List The workspace listing facilities and their contents.
Training licence The entitlement that admits a user to licensed courses and to the Training Matrix.
User group A named set of users that can be granted access as one entity.
End of manual.
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